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Abstract—We propose the only fair method to jointly match
continuous liquidity provided from liquidity pools with discrete
liquidity in the form of an order book. In block chain context,
our method represents the canonical way of batch matching DeFi
swap orders with pool liquidity within a block such that their
order is irrelevant. This allows to overcome the infamous front
and back running issues that plague today’s DeFi platforms, most
notably in the form of Sandwich Attacks.

I. INTRODUCTION

ECENTRALIZED FINANCE (DeFi) protocols that have
D emerged in recent years have taken an important role
in the field of crypto asset finance with DeFi trading volume
reaching a new all time high of almost $50b daily trading
Volumeﬂ in January 2025. Despite their importance, these
protocols suffer from a fundamental flaw that is turning away
a large amount of potential high-volume trading activity:
transaction ordering manipulation allows third parties to affect
an investor’s DeFi swaps negatively for profit.

Maximal Extractable Value (MEV) describes the maximal
amount of profit that can be extracted from such protocols by
adding, omitting and reordering transactions by block creators.
Such profit usually comes with a cost to victims’ transactions
and imposes extra economical friction for today’s DeFi users
in addition to transaction fees.

The classical example for such practice is the Sandwich
Attack, in which a victim’s order of large volume is enclosed
by two orders to buy low and sell hight before and after
the victim buys, or sell high and buy low before and after
the victim sells respectively. This yields a risk-less arbitrage
profit for the attacker but negatively affects the fill price of
the victim’s order.

There exists substantial academic research on how to protect
against MEV attacks [1] ranging from encrypted mempools
and permutations [2] to enforcing a specific transaction or-
dering [3[], [4)], [S]. Still, in practice DeFi users must rely
on primitive best practices such as order splitting, decreasing
swap slippage [6] or using premium services that shield users’
orders from the public mempool. However these techniques
are just band aids and are not addressing the fundamental
underlying problem which is the sensitivity of DeFi swaps’ fill
prices on their arbitrarily modifiable ordering within blocks.

We propose Fair Batch Matching (FBM), a new method
to match an entire order book against a liquidity pool, which
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allows to completely drop the concept of transaction ordering.
This renders MEV extraction within blocks impossible and
opens the door to a new generation of Sandwich-Proof DeFi
protocols.

II. FAIR BATCH MATCHING

An Automated Market Maker (AMM) is a program that
runs in a peer-to-peer network acting as a liquidity provider
for Liquidity Takers (LTs) [7]. When the internal rules of an
AMM are determined by a deterministic function g : Ri —R
that determines interactions offered to LTs, it is called a
Constant Function Market Maker (CFMM). In this paper
we are considering the most relevant CFMM, which is the
Constant Product Market Maker (CPMM) with constant g also
used by Uniswap vl1, v2, and v3 [7].

A. Liquidity Pool

The liquidity of an AMM is stored in a liquidity pool, which
controls a base asset balance ¢ > 0 and a quote asset balance
q® > 0. Tt supports two interactions:

1) Depositing/Withdrawing liquidity

2) Exchanging liquidity
For our purposes only the second type of interaction is
relevant, and since g is constant in a CPMM, allowed changes
AB > —¢B and A9 > —¢@ in the pool’s base and quote
asset reserves are linked by the constant product equation

(g% + AP) (g% + A9) = ¢"¢°. (1)

Note that AP and A? have different signs. The realized
price for the swapped base asset denoted in the quote asset
is therefore —A®@ / AB and the price ppoor for exchanging an
infinitesimally small amount at the pool amounts to

A9 ¢

lim = .
AG o A a
AR#£0

2

PpPool =

B. Order Books

We call a pair (I,q) € R a swap order with limit price
I and swap quantity g. For each order we can assign a fill
quantity f € [0,q] and say the order is not filled, partially
filled, filled if f =0, f € (0,q), f = g respectively.

To model an order book let (I,q¢f),...,(I12,¢5) € RZ,
m € Ny and (l?,qu), o, (19,49), n € Ny be two groups of
orders that we call base swap orders (or sell orders) and quote
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swap orders (or buy orders). Within each group we require the
limit price to be increasing with index such that we don’t allow
multiple base or quote swap orders at the same price here.

For a price p € R, a valid fill configuration is a collection
of fill quantities fZ,..., fB, 2 ..., f9 for these orders such
that:

1) Sell orders with smaller, and buy orders with higher limit
price are filled, i.e., [ <p = fP = fP and ZJQ >
p = f]Q:ij fori <m, 7 <n.

2) Sell orders with higher, and buy orders with smaller limit
price are not filled, ie., [? > p = fF =0 and
le<p == f;‘?:()forigm,jgn

3) At most one order can be partially filled.

In this context we define the fill sums FB := Zi\il f£ and
FQ .= Zjvzl fJQ for the base and quote swap orders, depend-
ing implicitly on the price and the valid fill configuration.

C. Pool Interaction

Since we allow interactions with a liquidity pool, matching
of orders is done by deciding on a proportion of quote or base
fill sum that is exchanged at the pool, then the remainder of
fill sums is directly exchanged between the liquidity takers.

Given a fill configuration of a price p, a pool interaction is a
pair AZ < FB AQ < FQ satisfying equation (I). If AB > 0
we regard this as the proportion of F'Z that is exchanged at
the pool for —A® in return. Similarly, if A9 > 0, it is the
proportion of F'@ that is exchanged at the pool for —AZ.

D. Fair Pool Interaction

Buyers and sellers want to act optimally:

1) If F'B = 0, buyers will completely swap the quote fill
sum at the pool A? = F@ as they don’t want to directly
exchange non-zero remainder of the quote fill sum F'@ —
A@ for base fill sum 0.

2) Else, if F@ = 0, sellers will completely swap the base
fill sum at the poolA® = F® as they don’t want to
directly exchange non-zero remainder of the base fill
sum F'B — AP for base fill sum 0.

3) Else, if the gool price (2) is higher than the fill ratio
PPool > %, base asset sellers can maximize their
average selling price by swapping a part AP of the base
fill sum FZ at the pool such that
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4) Else, if the pool price is smaller than the fill ratio
PPool < %2, base asset buyers can minimize their
average purchase price by swapping a part A9 of the
quote fill sum F© at the pool such that
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A pool interaction (AZ, A®Q) satisfying the above is fair, the
situation can be also seen as a Nash equilibrium because
neither buyers nor sellers can improve their average conversion
price by interacting differently with the pool. The final pool
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E. Fair Batch Matching

A fair pool interaction can only exist if the fill configuration
is valid for the final pool price, otherwise the orders involved
in the fill sums can’t be actually filled. We formalize existence
as follows.

For a given liquidity pool and order book, a Fair Batch
Matching (FBM) is a triple consisting of a price p, a corre-
sponding valid fill configuration and a fair 800] interaction

(AB, AQ) with final pool price p, i.e., p = 35122.

Theorem I1.1. There always exists a unique Fair Batch
Matching.

The above theorem allows us to propose FBM as the
canonical and only fair way of matching multiple swap orders
with an order book.

III. SANDWICH-PROOF DEFI

A. Reasons for Sandwich Attacks

Current DeFi protocols only allow a single swap order to
interact with a liquidity pool, multiple pool swap orders are
serially executed against the pool liquidity, which is affected
after each interaction. This opens the door for block creators
to front-run and back-run, i.e., sandwich, a victim’s order for
profit worsening the victims price as much as possible. This
kind of attack is possible in these systems mainly due to two
reasons:

1) Swap are usually publicly visible in the order book and
irrevocable before the next block.

2) The order of swap transactions within a block can be
controlled by attackers to form a sandwich around a
victim’s order.

There are some attempts to solve this problem by tackling
the first reason above, i.e., by trying to keep orders private
from the public. However the real solution is to address
Sandwich Attacks and MEV extraction more fundamentally
and to eliminate the second reason by removing the order
concept of DeFi swap transactions within blocks altogether.

B. Removing the ordering of Swap Transactions

Our proposed Fair Batch Matching can be used to match
swap orders in order book with a liquidity pool. For each asset
pair, we can exploit this capability by creating an aggregated
order book of all swap orders within a block with at most
one aggregated order at each price level, matching this order
book with the corresponding liquidity pool, and distributing
the matched assets in a fair way among all individual orders
that made up the filled aggregated orders such that all buyers
get the same purchase price and all sellers get the same selling
price.

Obviously, this way there is neither an ordering in the
execution of DeFi swaps nor any is there way of buying or
selling an asset at different prices than everyone else in this
setting. In particular DeFi Sandwich Attacks within a block
are no longer be possible.



IV. SUMMARY

In this work we have proposed Fair Batch Matching (FBM),
a new method for matching discrete liquidity in the form of an
order book with continuous liquidity in the form of a liquidity
pool. Our method is the only fair and therefore the canonical
way to find a matching in this setting and we have shown that
there always exists a unique such matching.

Compared to traditional DeFi matching where only a single
swap order is applied to a liquidity pool at a time, we can
match a multitude of swap orders jointly without the need
for an implicit ordering. This eliminates the possibility for
the parasitic practice of MEV extractors within blocks as
these require an order-dependent execution of swaps that
they can abuse to their advantage. In particular the dreaded
Sandwich Attack can no longer be executed if our proposed
order-less FBM method is applied, thus relieving significant
financial burden from DeFi traders. We therefore think that
our matching method will become a significant building block
for the next generation of DeFi implementations.

APPENDIX

The following lemma is a direct consequence of the defini-
tion of valid fill configurations in Section [[I-B]

Lemma A.l. 1) FQ is non-increasing in p, i.e., when the
price p is increased fill sum F? of valid fill configura-
tions cannot increase.

2) FEB is non-decreasing in p, i.e., when the price p is
increased fill sum FP of valid fill configurations cannot
decrease.

Proof of Theorem [[I1] The four conditions in Section [[I-D
can be summarized as
FQ _AQ _ pFB

if F —pFB >0
F@ —pFB 4+ pAB ’

else

0= &)

The pool interaction in equation (I) can be reformulated as
A9 = q9"/(q" + AP) — ¢? or AP = ¢5¢?/(¢® +
A®) — ¢B. Plugging this into p = % and combining
with equation (3)) shows that an FBM exist if and only if we
can find a price p € (1,00) and a corresponding valid fill

configuration with

o 5 1(q?+FQ—pFB)® ifpF? < FQ

P ((113 4 1?13 _ %;l?CQ) 2 else (6)
By Lemma [A] it follows that the right hand side of equa-
tion (6 is strictly increasing in p, no matter which valid
fill configuration is chosen for each p. Since the left hand
side is constant, this shows that if an FBM exists, p is
uniquely determined. But also the fill configuration is uniquely
determined since no two valid fill configurations can have the
same fill sums their definition in Section Finally also A%
and A® are uniquely determined by p by equations (3) and
(1. This proves that there can be at most one FBM.

But since the right hand side of equation (6) can attain
every value in (0, 00) for appropriate choice of p and a valid
fill configuration, there is always exactly one FBM. O
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